Yuutento 06 06 MHTepHeTe u ero onacHocCTAX

NHUumaTopoM npoBefeHns ypokoB 6e30macHOCTU
BbICTynuna npeacenartesb CoBeTa depepaunn,
MNpencenatens KoopanHauMoHHOro coBeTa npu
Mpe3snaeHTte Poccmn no peanum3aumm HaumoHanbHOM
cTpaTtermm [eNCcTBUA B WHTepecax pAeTen BaneHTuHa
MaTBMEHKO. =

EanHbin ypok no 6e3onacHoctn B ceTn NHTepHeT _
nponaeT noa arnaon Coseta depnepaumm, MmHuUCTepcTea ’ 'M .
06bpa3oBaHMst W HaykM, MuHMCTepcTBa CBSI3M M | . ~ J”
MacCCOBbIX KOMMYHMKaLWN, npwu yyacTum e . - .
npeacrasutenen IT-coobwectBa. B HEKOTOpbIX LWKOAAX TeMaTUYeCKUe YpPOKW Hapsay C
yuntenamm 6yayT BeCTn 3aKoHoAaTenn n akcneptobl B chepe MHTepHeT-6e30nacHoCTH.

Ons nposepeHnsa EaumHoro ypoka 6bi1 cneyvanbHO paspaboTaH  KOMMAEeKT
MeTOAMYECKNUX peKkoMeHAauWuh, KOoTopble TMOMOryT YuyuTenssM rpaMOTHO pacckasaTb
LWKOJSIBHUKAM O LUMPOKNX BO3MOXHOCTAX MHTepHeTa ANs obpa3oBaTenbHbIX LieseMn.

B pekomeHaauusax onucaHbl NyTU MpefoTBpaWEeHUsS BO3MOXHbIX HeraTUBHbIX

NOCNeACTBUA HaxOXAEHUS B CETU MHTepHeT. lNMonesHbiMmn 6yayT Takxe TONKOBbIN CAoBapb
TepMmHoB «WHTepHeT B o6pa3oBaHun» Kn noabopka obpa3oBaTenbHbIX pPeCcypcoB.
CneunanbHble MmaTepuanbl pa3paboTaHbl U AnNs poauTenen.
OduumanbHbIM cTapT NpoekTy Ypoka byaeTt aaH 27 okTabpsa 2014 roga Ha KoHdepeHuunu
Poccuimnckon Accoumaumm nekTpoHHbIX KomMmyHukaumn «GENERATIONNEXT. JETU 2014»,
NOCBSALLEHHOW 3awunTe Jgeten B  MHGOPMAUMOHHOM MNPOCTPaHCTBE (http://runet-
id.com/event/next2014/). http://www.aif.ru/society/safety/1369657

Metoanuyeckue pekoMeHpaauumm kK EamHOMy ypoky 6e30nacHOCTM B ceTM
MHTepHeT http://www.apkpro.ru/content/blogcategory/34/113

MamAaTka Nno 6e30NacHOCTU B MHTEpHeTe

C KkaxablM rogoMm MoOJiofexun B UHTEepHeTe CTaHOBUTbCA 6osiblie, a WKOJIbHUKWU OAHU U3
CaMblX aKTMBHbIX Mofib3oBaTenenm PyHeTa. Mexay TeM, NMOMMMO OFPOMHOr0 KOSMYeCcTBa
BO3MOXHOCTEN, MWHTEPHET HeceT W npobnembl. ITa nNaMsaATKa AOSHKHA MNoMoyb Tebe
6e30MacHO HaxXoAUTbCSA B CETH.

KoMnbloTepHble BUPYCbI

KOMMbIOTEPHbIA BUPYC—3TO Pa3HOBUAHOCTb KOMMbIOTEPHbIX MPOrpamMM,  OT/IMYUTENbHOM
0COB6EHHOCTbIO KOTOPOW SABNISIETCS CMOCOB6HOCTb K Pa3MHOXEHUIO. B gonosHeHWe K 3ToMy,
BMPYCbl MOryT MOBPEeAUTb WU TMOJIHOCTbIO YHUYTOXUTb BCe dainbl U AaHHble, MoA
KOHTPOJIbHbIE NMOMb30BATENO, OT MMEHWU KOTOPOro 6blnla 3anylleHa 3apaXkéHHas nporpamMma,
a TakKXe MoBpeAnTb WU AaXe YHUUTOXUTb OMEpPaLMOHHYI CUCTEMY CO BceMu dalinamu B
Lenom. B 60NbLIMHCTBE C/lyYyaeB pacnpoCTPaHSIOTCA BUPYCbl YEPE3 UHTEPHET.

MeToAbl 3aliMTbl OT BPEAOHOCHbIX NporpamMmm:

e Wcnonb3yi coBpeMeHHble onepauMoHHble CUCTEMbI, MMelLWne CepbE3HbIA YPOBEHb
3alUNTbl OT BPEAOHOCHbIX NMPOrpamM;



o [locTosiHHO ycTaHaBnuBan nautTn (umdpoBble 3ansaTkyM, KOTOpble aBTOMaTU4YECKMU
yCTaHaBIMBAOTCA C Uenbio AopabTku nporpamMmbl) M aApyrue O6HOBMEHUS CBOeM
onepaumoHHon cucteMbl. CkaumBan X TOSIbKO C opuumManbHOro camta paspaboTumka
OC. Ecnu cywecTtByeT pexunMm aBToMaTU4ecKoro 06HOBIEHUS, BK/OYM €ro;

o PaboTaln Ha cBoeM KOMMbIOTEpPE MO NMpaBaMu MNonb3oBaTens, a He agMUHUCTpaTopa.
DTOHENO03BO/INTOO/bLUNMHCTBYBPEAOHOCHbLIXMNPOrpaMMUHCTaNIMPOBaTbCAHATBOEMMNEPCO
HaNlbHOMKOMMNbIOTEpPE;

e Wcnonb3yn aHTUBUPYCHblE MpOrpaMMHble MNPOAYKTbl U3BECTHbIX MPOU3BOAUTENEN, C
aBToMaTnyecknm obHoBneHneM 6as;

e OrpaHunyub Gm3nyecKkMn 4OCTyN K KOMMNbOTEPY ANS NOCTOPOHHUX NNLL;

« Wcnonb3yn BHewHWe HOCUTENU MHpOpMauMKM, Takue Kak dnewka, AUCKU N dann
N3 MHTEpPHETa, TONIbKO U3 MPOBEPEHHbIX UCTOYHUKOB;

e He oTkpbiBalh KoMMbloTEPHblE alabl, NOAYYEHHblE U3 HeHaAéXHbIX WUCTOYHWKOB.
Oaxe Te ddannbl, KOTOpble npucnana TBOW 3HAKOMbIM. Jlydylwe YTOYHW Yy Hero,
oTnpaBnsan nun oH tTebe unx.

CetnWI-FI

Wi-Fi - 3To He BMA Nepeaayn AaHHbIX, He TexXHoaorms, a Bcero nuwb 6pena, mapka. Ewe
B 1991 roay HuaepnaHackas KkomnaHus 3aperncrpmposana 6peHa«WECA», yto o6o3Hauano
cnosocoveTaHne«Wireless Fidelity», koTopbl nepeBoANTCA Kak «becrnpoBogHas TOYHOCTb».
o Hawero BpeMeHM pgowna apyras abbpeBmatypa, KoTOpas SBASETCA TaKOW Xe
TexHonornen. 3to abbpesmatypa«Wi-Fi». Takoe HasBaHume 6bl10 AaHO C HaMEKOM Ha
CTaHAApT BbICWMW 3BYKOBOM TexHuUKkM Hi-Fi, 4TO B nepeBoAe oO3HayaeT <«BblCOKas
TOYHOCTb>».

[a, 6ecnnaTHbIN WMHTEPHET-AOCTYN B Kade, oTenax MU asponopTax SABNSETCS OT/IMYHOM
BO3MOXHOCTbI BbIXOAa B MHTEpPHET. HO MHOrme skcnepTbl CYMTAOT, UTO 06LLEeAO0CTYMHbIe
Wi-Fi ceTn He aBnawoTca 6e30nacHbIMN.

CoBeTbl No 6e3onacHocTn paboTte B o6uwepnocTtynHbix cetax Wi-fi:

« He nepepaBan cBOW NMYHYHO WHoOpMauuto 4Yepe3 obwenoctynHoleWi-FiceTu.
PaboTas B HMWX, XenaTeNbHO He BBOAWUTb MaponM [OCTyrna, NOMMHbl U Kakue-To
HOMepa;

o Wcnonb3yn n obHOBNAN aHTUBUPYCHblE NporpaMmMmbl U 6paHaMayep. TeM caMbiM Tbl
obe3onacuib cebsa OT 3aKauykm BMpPyCa Ha TBOE YCTPOMCTBO;

e [Mpu wncnonbzoaHnWi-Fi oTknaoum dyHkumiwo «O0bwmr pgoctyn K dannam un
npuHTEpam». [laHHas @QyHKUMSA 3aKpbiTa MO0 YMOJYaHUIO, OAHAKO HeKoTopble
NnoNb30BaTENN aKTUBUPYIOT €€ ansa yaobcrtBa Ucnosb3oBaHMsa B paboTte nnamn ydyebe;

e He wncnonb3yn nybnuunbin WI-FI gna nepegaym NUYHbIX AaHHbIX, Hanpumep Ans
BbIX0Za B COUMANbHbIE CETU UM B DNIEKTPOHHYIO MOYTY;

e Mcnonb3yn TOMbKO 3awumuweHHoe coeamHeHue depe3 HTTPS, a He HTIP, T.e. npwu
Habope Beb-aapeca BBoAU nMeHHo«https://»;

o B MobunbHOM TenedoHe oTkAuUM dyHKUMo «lMoakntoveHune K Wi-Fi aBToMaTnyeckm».
He ponyckan aBToMaTtu4yeckoro noakaveHus ycrtpoucrea Kk cetam Wi-Fi 6e3 TBoero
cornacwus.

CoumanbHble cetTu



CoumanbHble CeTU aKTUBHO BXOAAT B Hally XW3Hb, MHOIMe noam pa60Ta+0T n XNBYT TaM
NoCTosiHHO, @ B Facebooke e 3apernMcTpnpoeaH Mmuwiimapa 4e€noBeK, 4YTO ABJIAETCA oAHoOM
cellbMOMN BCeX XuTenem nnaHeTbl. MHOrMe nosb3oBaTeN I He MOHUMALOT, YTO MHpOopMauums,
paszMelweHHaa UMM B CoUMalIbHbIX CETAX, MOXET 6bITb HalAeHa W MCNoSb30BaHa KeM
yroaHo, B TOM 4ncie He obaszaTenbHoO ¢ 6narnmum HaMepeEHUAMMN.

OCHOBHbIe cOoBeTbl N0 6e30NacHOCTU B COLMaJIbHbIX CeTaAX:

o« OrpaHuub cnmncok papysen. Y Teba B Apy3baAX He A0MKHO ObiTb ClyvYanHbIX W
HEe3HaKOMbIX NoAeln;

e 3awmiianm CBOK YaCTHYK XMU3Hb. He ykasbiBalh naposnu, TenedoHbl, agpeca, AaTty
TBOEr0 PpOXAEHMS W  APYIYH JINYHYKD WHMOPMauMIo. 3/10YMbIWAEHHUKN  MOryT
MCNONb30BaTb Aa)e WHGOopMauM O TOM, KakK Tbl M TBOW pOAUTENUN MNNAHUPYyETE
NpOBECTU KaHWKYbl;

e 3awmuian CBOK pernyTauunto — AepXun ee B YNCTOTe M 3azaBan cebe Bonpoc: xoten 6ol
Tbl, 4TO 6bl Apyrne Nonb3oBaTeNn BUAENW, YTO Tbl 3arpyxaewb? [loayman, npexae
4yeM 4YTo-To onybmnkKoBaTb, HANUCATb U 3arpy3unTb;

o« Ecnn Tbl roBopuwb C NHOAbMW, KOTOPbIX HE 3Haellb, He MUCMONb3yM CBOE peasibHoe
UMS U APYFYH JINYHYK WMHQOPpMauuK: UMSA, MECTOXWUTENbCTBa, MeCTO Yy4yebbl WU
npouee;

« W3beran pasmeweHus dotorpadmm B NHTepHeTe, rae Tbl n306paxKeH Ha MeCTHOCTH,
MO KOTOPOWM MOXHO OnpeaenuTb TBOE MECTOMOIOXEHUNE;

o [lpn pernctpaumm B coumanbHOM ceTn Heo6XOAMMO MCMONb30BaTb C/0XHbIE Mapoau,
cocrosiwme nu3 6yks 1 UMdp U C KOIMYECTBOM 3HAKOB He MeHee §;

o [na counanbHOW ceTu, NOYTbl N APYrMX CanuToB HEO6XOAMMO WMCMNOJIbL30BATb pa3Hble
naponun. Torga ecnu Tebs B3710MakOT, TO 3N10YMbILWIEHHMKM NOayYaT AOCTYN TOSIbKO K
OAHOMY MecCTy, a He BO BCe cpa3y.

DNIeKTPOHHbIE A€HbI'N

DNEeKTPOHHblE AEHbMM—3TO O4YeHb YAOOHbIM cnocob nnaTtexen, O0AHAKO, CYLLECTBYIOT
MOLLUEHHUKMN, KOTOpble XOTAT NONYy4nUTb 3T OEHbIN.

DNEKTPOHHbIE AEHbrM MNOABUINCH COBCEM HEAABHO U WMMEHHO M3-3@ 3TOr0 BO MHOIMMUX
rocyfapctBax OO0 CUX MOp He MpPOonNMcaHo Npo HMX B 3aKoHax. B Poccum xe oHu
YHKUMOHUPYIOT M O HUX YyXE€ MPOMMUCaAHO B 3aKOHe, FAe WX pasaensioT Ha HECKOsIbKO
BUAOB-aHOHWMHbIE U HE @HOHMMHbIE. PasHMLA B TOM, YTO @aHOHWMHbIE - 3TO Te, B KOTOPbIX
paspeluaeTcs NpoBoAUTb onepauum 6e3 naeHTudrKaumMm nonb30oBaTeNs, a B He aHOHUMHbIX
naeHTUdmnKaUmnm Nnonb30BaTess AaBnseTcs 0653aTeNbHOIA.

Tak Xe cnepyet pasnnyaTb 3/1EeKTPOHHble duaTHble AeHbrn (paBHbl FOCYyAapCTBEHHbIM
Ba/It0TaM) M 2N1eKTPOHHble HedUnaTHble AeHbrn (HepaBHbl FOCYAAapPCTBEHHbIM BasiloTaMm).

OCHOBHbIe coBeTbl Mo 6e3onacHoi paboTe C 3/1eKTPOHHbIMU fieHbraMm:

o [puBsaxK K cyeTy MObWUbHLIN TenedoH. 3TO caMbii yAObOHbIN U OGbLICTPLIN CNOCO6
BOCCT@HOBUTb AOCTYyn K cyeTy. [NpuBA3aHHbIN TenedoH nomoxeT, ecnn 3abyaewb
CBOM MAATEXHbIA Naposib UK 3alAellb Ha CaUT C HE3HAKOMOIro YCTPOWCTBA;



o Wcnonb3yn opHopa3oBbie mnaponu. [Mocne nepexoga Ha YCUEHHYK aBTOpU3aLMIO
Tebe yxe He byaeT yrpoxaTb OMacHOCTb KpaXu Uan rnepexsaTa naaTeXHOoro napons;

o Bblbepu cnoxHbli naponb. [lpecTtynHukam 6yaeTr HEeNpoCTO YyragaTb CNOXHbIN
naponb. HagexHble Naponn—>3TO Naposn, KOTOpble coaepXaT He MeHee 8 3HaKOB U
BKJIOYAIOT B CebA CTpOYHbie M MPOMUCHbIE BYKBbl, UNGPbI U HECKOSIbKO CMMBOJIOB,
TakMe KakK 3HakK pgonnapa, ¢yHTa, BOCKAMUATENbHbIA 3HakK W T.n. Hanpumep,
$tRONg!;;

« He BBOAM CBOM NINYHbIE AaHHbIE HA CalTax, KOTOPbIM HE AOBepsiellb.

DNeKTpoHHasA noyrta

DNeKTpOHHas Nno4YTa—3TO TEXHONIOMUS U NpeaocTaBfisseMble €l YyCIyrn no nepechbiike w
NOSTIYYEHMIO SNEKTPOHHbIX COOBLEHMIM, KOTOpble pacnpenensitoTcss B KOMMbOTEPHON CETWU.
O6bl4yHO 3/1EeKTPOHHbIN NOYTOBbIN AWMK BbIFNSaUT cnepyrowmm obpa3som:
UMS_Nonb3oBaTtena@uMsa_aoMeHa. Tak Xe KpoMme repegadn MnpocToro TeKkcTa, MMeeTcs
BO3MOXHOCTb NepenaBaTb dansibl.

OcCHOBHble coBeTbl No 6e3onacHon paboTe C3/1IeKTPOHHOM NMOYTOM:

e Hapo BbIbpaTb NMpaBu/ibHbIA NOYTOBbIN CepBUC. B MHTEepHeTe eCTb OrpoMHbIN BbI6OP
b6ecnnaTHbIX NOYTOBbLIX CEPBUCOB, OAHAKO Ny4lle AOBEPATb TEM, KOro 3Haelb U KTO
nepBbIi B pEUTUHTE;

e He ykasbiBah B IMYHOW NoYTe SINYHYK MHPOpMauuo. Hanpumep, nydwe BbibpaTb
«MY3blKanbHbIN_daHaT@» nnn«pok2013» BMeCTO «TeMal3»;

o Wcrnonb3yn AByx3TanHylo aBTOpu3auuio. DTO Korga NoMUMO Mapons HY>XHO BBOAWUTb
KoA, NpucbinaeMbin nNoSMS;

o Bblbepu cnoxHblM naponb. N8 KaxAaoro noyToBOro swnKa Ao/mKeH 6biTb CBOM
HaAEeXHbIN, YCTOMYMBLIM K B3/IOMY Naposib;

e Ecnm ectb BO3MOXHOCTb HanucaTb CaMOMY CBOM JIMYHbIM BOMPOC, WUCMNOSb3YyW 3Ty
BO3MOXHOCTb;

o« Wcnonb3yn HECKONbKO MOYTOBbIX SAWKMKOB. [lepBbll AN 4YaCTHOM NEepernucku ¢
agpecataMu, KOTOpbIM Tbl AoOBepsiellb. 3TO 3/EKTPOHHbLIA ajpec He Hapo
MCNOSIb30BaTb NMpU perncrpaumm Ha popyMax n cantax;

e He oTkpbiBan dannbl U Apyrve B/IOXEHUS B MNUCbMax AaxXe ecv OHUM Npuwwauv oT
TBOMX Apy3en. Jlydle yTOYHU Y HUX, OTNPaBAs/IN NN OHWM Tebe 3Tn dannbl;

o [locne okoH4YaHuMs paboTbl Ha MNOYTOBOM CepBMCE Nepes 3aKpblITUEM BKNAAKM C
CaNTOM He 3abyab HaXkaTb Ha «BbInTm>.

Kn6ep6ynnvHr nnm BupTyasnbHoOe n3aeBaTenbCTBO

KnbepbynnuHr—npecnenoBaHme coobuweHnamu, coaepxawmMmm ockopbneHus, arpeccuto,
3anyrmBaHue; XyJAUraHCTBO; coumanbHoe 60MKOTMpPOBaHME C MNOMOLWbI  Pa3nNYHbIX
WHTEPHET-CEPBUCOB.

OcHOBHble coBeTbl N0 6opbbe c kNbepbynnnHrom:

o He 6pocaica B 6o1. Jlyywmnin cnocob: nocoBeToBaTbCs Kak cebss BECTU U, eCnn HeT
TOro, K KOMYy MOXHO 06paTuTbCsl, TO B Hauasne YCNOKOUTbCA. ECiM Tbl HadHewb
oTBeYaTb OCKOpPHAEHMSMM Ha ockopbneHusi, TO TONbKO elle 6onblue pas’oxxXellb
KOHMNKT;



e YnpaBnamn csoen kmbeppenyTtaumen;

e AHOHMMHOCTb B CeTUM MHuMas. CyuwecTBylT Cnocobbl BbISCHUTb, KTO CTOUT 3a
AHOHMMHbIM aKKayHTOM;

e He cTOWUT BECTU XYUraHCKUIA 06pa3 BMPTYanbHOM XU3HWU. HTEPHET pUKCUpyeT Bce
TBOM AENCTBUA U COXpPaHSeT ux. Yaanutb nx 6yaert KpanHe 3aTpyAHUTENBHO;

« Cobntogan cBon BUPTYyasbHYI YeCTb CMON0AY;

e WrHopupyn eanHun4yHbIM Heratme. OgHopa3oBble ockopbuTesibHble cooblweHns nydue
nrHopupoBaTb. ObbIYHO arpeccus npekpallaeTcss Ha Ha4YyanbHOW CTaauun;

o baHarpeccopa. B nporpamMmmax obMeHa MrHOBEHHbIMM COOBLIEHNSMU, B COLMANBHbBIX
ceTaX eCTb BO3MOXHOCTb O/IOKMPOBKWM OTNpaBku coobweHun c onpeaeneHHbIX
aZpecos;

e Ecnn Tl cBumpeteno knbepbynnuHra. TBOWM AENCTBUA: BbICTYNMUTb MPOTUB
npecnegoBaTens, nMnokasaTb €My, 4YTO ero JAeNCTBUS OLEeHWBalTCA HeraTueHO,
noaaepxartb XXepTBY, KOTOpPOM HyXHa Ncuxonormyeckas nomollb, CoobWwmTb
B3pOC/bIM O (paKTe arpecCMBHOIO NoBeAeHUs B CeTU.

Mo6unbHbIN TenecpoH

CoBpeMeHHble CMapTdOHbl M MMAHLLETbl COAEPXKAT BCE BMOJSIHE B3POC/blA dYHKUMOHAN, U
Tenepb OHWM MOryT KOHKYPUpOBaTb CO CTALMOHAPHbIMW KoMMbioTepaMu. OAHAKO, CPeacTB
3aWUTbl AN NoA06HbIX YCTPOWCTB MOKa OYE€Hb Mano. TeCTUpPOBAHME U MOUCK YSA3BUMOCTEN
B HMX MPOMCXOAUT HE TaK MHTEHCUBHO, Kak Ans MK, To ke camMoe KacaeTcs U MOBUIbHbIX
npunoxeHnin. CoBpeMeHHble MOBUIIbHbIE Bpay3epbl y)Xe NPaKTUUYECKM AOrHANM HACTOJIbHbIE
aHanorn, oAHako pacwupeHuve dyHKUMOHana Bnedetr 3a coboli 60/blY COXHOCTb M
MEHbLUYI 3alUMLLEHHOCTb. [laneko He BCE MpPOM3BOAMTENM BbINyCKalOT O6HOBMEHMUS,
3aKpblBalOLMNE KPUTUYECKNE YS3BMMOCTU 4SS CBOUX YCTPOWCTB.

OcHOBHbIe coBeTbl aAna 6e30nacHOCTU MO6MUNIBHOIO Tenecboua:

e Hwnyero He gBnsgetcsa no-HactosdweMmy 6ecnnaTHbIM. Byab OCTOpPOXeH, BeAb Koraa
Tebe npepnaratT 6ecnnaTHbIM KOHTEHT, B HEM MOryT ObITb CKpbITbl Kakue-TO
naaTHble YCNYru;

o [Jyman, npexae 4yem oTnpaBuTbSMS, HOTO MM BUAeo. Tbl TOYHO 3HAELWb, FAE OHWU
6yayT B KOHEYHOM uTore?

e HeobxoanmMo 06HOBNATL ONEpPaLMOHHYIO CUCTEMY TBOEro cMapTdoHa;

o Wcnonb3yn aHTMBUPYCHbIe NporpaMMbl Anst Mo6unbHbIX TenedoHOB;

o He 3arpyxan NpuioxXeHuUs OT HEM3BECTHOrO0 UCTOYHMKA, BeAb OHU MOryT coAepXaTb
BpeAOHOCHOe NporpaMMHoe obecrneveHune;

o [locne TOro Kak Tbl BblAEWb C CanTa, roe BBOAWA NUYHYKO MHGOpMauuMio, 3anam B
HacTponKkn bpay3epa n yaanmcookies;

o [lepuoanyeckn npoBepsaAn Kakue nnaTHble YCNyrn akTMBUPOBaHbl HA TBOEM HOMepeE;

« [JaBan cBOW HOMep MObGWbHOrO TenedoHa TONbKO NHAAM, KOTOPbIX Tbl 3HaeWwb WU
KOMY foBepsielb;

o Bluetooth gomxeH O6bITb BbIK/OYEH, KOrAa Thl MM HEe Nojb3yewbcs. He 3abbiBai
WHoOrA4a NpoBepsTb 3TO.

Online urpol

CoBpeMeHHble OHJIAH-UTPbI-3TO KpacoOU4HblE, 3axBaTblBatoLLNE pa3BriedyeHus,



o6beauHsaWME COTHMU ThbICAY YENIOBEK MO BCEMY MUPY. MIrpoKW uccneaywT AaHHbIA MUp,
obLlatoTca Apyr C ApPYroMm, BbIMOSHAKT 3aaHWUs, CpaXaktTcs C MOHCTpaMM W MNoaydawT
onbIT. 3@ yAOBONLCTBME OHW NNATAT: MNOKYyNakwT AWCK, oOnjaymBatoT aboHEeMeHT unu
npunobpeTtatoT Kakme-To onuuu.

Bce 3TM cpeacresa umaoyT Ha noaaepXaHue W pa3BUTUE Urpbl, a TaKXe Ha camy
6e30MNacHOCTb: COBEPLUEHCTBYIOTCA CUCTEMbl aBTOpPU3aLMKM, BbIMNYCKAOTCS HOBble MaT4yu
(undpoBble 3annaTtkn ANS NporpamMMm), 3aKpbiBAlOTCS YSA3BMMOCTM cepBepoB. B noaobHbIX
nrpax CTouMT onacaTbCs He CTOSIbKO CBOMX COMEPHWUKOB, CKOMIbKO Kpa)u TBOEro rnaposs, Ha
KOTOpPOM OCHOBaHa cMcTeMa aBTopu3aunm 60NbLLUNMHCTBA Urp.

OcCHOBHbIe cOoBeTbl N0 6e30NacHOCTU TBOEro UIrpoBOIro aKKayHTa.

o Ecnu gpyron urpok Beget cebsa nioxo mnm cospgaeT tebe HeNpUATHOCTU, 3abnoknpyn
€ro B CrucKe UrpokKos;

o [oxanyncs agMUHUCTpATOpaM Wrpbl Ha MJ0X0e nnoBeAeHWe 3STOro urpoka,
enaTtenbHO NPUIOXUTb Kakme-TO AoKa3aTeNbCTBa B BUAE CKPUHOB;

« He ykasbiBan nMYHY0 MHPOpMaUmMto B npodanne nrpbl;

e YBaxal Apyrnx y4acCTHUKOB MO urpe;

e He yctaHaBnmBan HeoduumManbHble NaTyn U MOAbI;

e Mcnonb3yn CroXHbIe U pa3Hble Naponu;

o [Jlaxxe BO BpeMs Urpbl He CTOUT OTK/YaTb aHTUBMpYC. lMoka Tbl urpaewb, TBOWM
KOMMbIOTEP MOryT 3apasuTb.

OULLMHI WU KpaXKa JINYHbIX AAHHbIX

O6bl4HOM Kpaxen AeHer U AOKYMEHTOB CEerofHs yXe HWMKOro He yAWBULWb, HO C pa3BUTUEM
WHTEPHET-TEXHOJIOMMIN 3/I0YMbIUEHHUKU MEPEMECTU/INCE B MWHTEPHET, W Npoaos/KarT
3aHMMaTbCa «NbuMbIM» AenoM. Tak nosBuaacb HoBas yrposa: MHTepHeT-MOLWEeHHNYeCTBa
M GULWIKHE, FNaBHas Leflb KOTOPOro COCTOUT B MOJIyYEHUU KOHMDUAEHUMANbHbIX AAHHbIX
nosb3oBaTenen—aorMHoB M naponen. Ha aHrnummckom sasbike phishing uyuTaeTca kak
duwmnHr (otfishing — pbibHaa nosns, password — naponb).

OcHoOBHble coBeTbl No 6opbbe ¢ pUINHIOM:

« Cneam 3a cBOMM akKkayHTOM. Ecnm Tbl nogo3peBaewb, 4YTO TBOA aHkeTa 6binia
B3/lOMaHa, TO Heobxoammo 3abnokumpoBaTb ee M COObBWWUTb agMUHUCTpaTopam
pecypca 06 3TOM Kak MOXHO CKopee;

o Wcnonb3yn 6e3onacHble Beb6-canTbl, B TOM 4YnC/e, UHTEPHET-MarasuHoB U NMOUCKOBbIX
CUCTEM;

o Wcnonb3yn cnoxuHble u pasHble naponu. TakuMm obpasom, ecnm Tebsa B3noMaloT, TO
3N0YMbIWIEHHUKN NOayyaT AOCTYN TOJIbKO K OJHOMY TBOEMY Mpodu/o B CETU, a He
KO BCeM;

o Ecnun Tebsa Banomanu, To HeobxoaMMO NpeaynpeanTb BCEX CBOUX 3HAKOMbIX, KOTOpble
nobasneHbl y Tebs B Apy3bsX, O TOM, 4YTO Tebs B3nOManu M, BO3MOXHO, OT TBOEro
UMeHn 6yaeT paccblinaTbCA Cram U CCbIJIKU Ha (PULLMHIOBbIE CalThbl;

e YcTaHoBM HagexHbin naponb (PIN) Ha MObWUbHLIN TenedoH;

o OTkntouM coxpaHeHue napons B 6paysepe;

e He oTkpbiBan dainnbl n Apyrme BAOXEHMS B MNUCbMax Aa)xe eCnm OHUM Npuwwau oT
TBOMX Apy3en. Jlydlwe yTOYHU Y HUX, OTNPaBAs/n Nn oHM Tebe 3Tn dannbl;



Lincpposas penytaums

LUndposas penytauuss - 3TO HeraTMBHas MAM No3uTUBHaAA WHdopMaunsa B cetn o Tebe.
KoMmnpomeTupytowasnHpopMaumspasmMelleHHassBUHTEpHeTEMOXETCepbe3HbiIMObpa3zomMoTpas
NTbCAHATBOENpeanbHOMXN3HN. <«LundpoBasa penytaums» - 3TO TBOM UMUAOXK, KOTOPbIN
dopmumpyetca n3 nHdopMmaumm o Tebe B MHTEepHeTe. TBOE MeCTO XUTenbCTBa, y4ebbl, TBOE
dunHaHcoBOe nMonoxeHne, OCOBEHHOCTM XapakKTepa M pacckasbl O 6nM3KUX-BCE 3TO
Hakan/nBaeTcs B ceTu.

MHOrne noApoOCTKU JIerkKOMbIC/IEHHO OTHOCATCSA K nybnukauum nMyHoOM wuHdopMmauuun B
NHTepHeTe, He MOHMMas BO3MOXHbIX MOCNeACTBMM. Tbl Aa)Ke He CMOXelWb AoraaaTtbCs O
TOM, 4YTO doTorpadusa, pasmelleHHasa 5 net Hasad, ctana NpPUYMHOW OTKa3a MPUHATL Tebs
Ha paboTy.

KoMMeHTapuu, pasmelleHme TBoux doTtorpaduii n gpyrme AencrBms MOryT He UCHE3HYTb
Aaxke rocne Toro, Kak Tbl UX yAanuwb. Tbl He 3HaelWb, KTO COXpaHWA 3Ty MHMOpMauUMIo,
nonasna Jin OHa B NMOUCKOBbIE CUCTEMbI M COXPAHWIACb /I OHA, @ rNaBHOE: 4YTO NoAyMatloT O
Tebe okpyXxawwme nan, KoTopble HAaNAYT U yBUAAT 3T0. HanTu nHdopmaumio MHOro net
CNycTa cMoxeT ntbon-Kak n3 Aobpbix Noby>XAeHUN, TaK U C HAMepeHMeM NMPUUYNHUTL Bpea.
OTO MOXET 6bITb KTO YrogHo.

OCHOBHbI€ COBEeTbl Mo 3awuTe LMPpPoOBON penyTaLuun:

o [loayman, npexae 4yem 4yto-TO nybnukosaTb M nepepasatb y ceba B 6nore mnm B
couunanbHOM ceTu;

« B HacTporkax npoduns yCtaHOBU OrpaHUYEHUs Ha NPOCMOTp TBoero npodunsa u ero
COAEpPXMMOro, caenan ero ToNbKO «Ans Apy3en»;

e He pa3smewan n He ykasbiBah MHPOPMALUIO, KOTOpass MOXET Koro-nmbo ockopbnstb
nnu obmxatb.



